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6 September 1946 

(an corrected by UJCICC decision of 2 Jan 47) 



ST7]CIAL REPORT 



From: r 1CICC Subcommittee on Intelligence and Security 

To: UoCICC 

Subj: Use of the Code Tord "CRTJAJ'” 



1 . 



FACTS. 



a. The UoCICC Jubcorrx.it tee on Intelligence and Security 
vm a dii-octed by UJCICC on 23 Aurust 1946 ”to prepare, for dis- 
tributlon to the member agencies of UJCICC, instructions on 
the proper application of the code word CRAM*. Specific ex- 
amples showing ’..’hen the code word should and should not be 
used are to be included.” 



co:;clujioi:j al:u kjccli ui.jatioi.j. 



a. In conf or-fTiity with the definition (as corrected by 
■ UJCICC decision of 2 Jan. 47)— "The code word CRAM.', shall be 
used to de air-ante specific items of Special Intelligence: in- 

form t ion all or part of which has been derived from specific 
items of Special Intelligence, 'hetber or not such derivation 
is obvious, (except °s provided in paragraph 17 of ;\r>pen ilx P.) 
and information which reveals the degree of success obtained 
or the ability to obtain success in specific Problems in the 
field of Special Intelligence; and all documents and coramicn** 
tions in p'liich this code word itself necessarily appears in its 
code word sense. It shall not be used other 'ise the -mbCQm- 
mlttee cites the following examples showing when the code word 
should and should not be used. 
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(1) The code word should be applied and U3ed to 
designate the following type3 of material: 

(a) All papers containing Special Intelligence, 

i.e., the product of decrynfcion (trpi3la« 

* 

tions, the Bulletin) and the intelligence 
produced therefrom (the Diplomatic Summary, 

* 4 

lists, compilation and other intelligence 
reports derived from Special Intelligence); 
such as : 

jLo Order of battle lists 
2* Lists of personnel 

3. Other spedial reports 

4. Maps and chart 3 

(b) All worksheets, records and devices in- 
volved in the crr’ptannlytic and deci ypto- 
graphic processes employed in the production 
of Special Intelligence. Specified equip- 
ment, either captured or constructed, the 
knowledge of which would disclose our 
success or lack of success in specific 
foreign cryptogi aphic systems. This 
includes: 



Z 



_1. Reconstructed or captured code books, 

* 

key lists, etc, 

2„ Reconstructed or captured foreign 
cryptographic devices currently or 
potentially employed for the pro- 
duction of Special Intelligence, 

(NOTE: Although all this material 

is properly designated CRiiAlI, most of 
it will normally bo confined ex- 
clusively to the premises of communi- 
cation intelligence producing agencies 
and, when so confined, need not be 
actually marked with the coda word, ) 

{ c ) All papers which include specific tech- 
nical information taken from the materials 
defined in (bj-l^ and j2 above, 

(d) All papers which make specific reference 

4 

to the content, nature or status of specific 
fields of Special Intelligence and/or the 
cryptanalytic processes or materials in- 
volved in its production. This includes: 
Progress reports and other technical re- 
ports which would compromise our degree 
of success in attacking a current or poten- 
tial foreign cryptographic system, 

" TOP "SECRET CREAM 




(2) The cole word should not be applied and used 
to designate the following types of mot •'rial unless these 
documents and correspondence contain the code word itself 
necessarily used in its code word sense: 

(a) Organizational and/or functional charts 

of such organizations as AdA , „ LL3IC 

which do not reveal decree of success 
attained or ability to obtain success in 
this field* 

# 0 # 

(b) memoranda, minutes, reoort3, and agenda 

of or from UJCICC and inoiCC subcommittees 

which do not reveal domree of success 

■ attained or ability to obtain success in 
this field, 

(c) Reports or correspondence dealing with in- 
terccnt activities even the sensitive ones 
such os the photostat traffic source 0 

(d) Correnron loncc or reverts dealing .‘ith 
general relations in the communications 
intelligence field, including such sensi- 
tive ones as U.d. -British collaboration. 



4 
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Administrative items, such as requests 
fox personnel, equipment, or supplies 
needed far the communications intell*- 
gence of fort, which must go out si le 
nrencics* Such items should be revi *wed 
for the utmost "sanitation* possible by- 
re sroneible persons* 

V/ar or mobilization plans for eonr.un -..ca- 
tions Sntelligence which carry no mention 
of the current or past activity in ti.e 

field, 

. 

b„ There are three rial functions of the code wore which 
are to be accorded primary lonsideration in arriving at e de- 
cision as to its proper application. These are: 

(1) To control further dissemination on the port 
of the recipient of material properly so marked, 

(2) To label th‘? source of material so marked as an 
aid in its proper intelligence evaluation. 

(3) To label tic source of material falling under 
the definition in "a" of r. 3norondum dated 23 August 1946 from 
the TJ3CICG Gecretariaii , sio^ect "Use of Code V/crd CREAK," as 
an aid in insuring it due protection. 
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(e) 



* 



(f) 
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3. 



COORDINATION. 



t 



a 0 No coordination with, other f?uhcor.rr.it tees "ms 
deemed necessary. 



tribution: 

• Members ,UJC ICC 
iiubcon. on In tell 
£. Security 

2, Secretariat .U3CICC 
(25 copies) 
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RICHARD ’P. K.L0C1I0 
Colonel, GSC 
Chairman 




